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This document summarizes the suitable design strategies that have been 
followed (and exposed in the contractual deliverable 57) in order to meet the 
reliability and availability specifications for the XADS accelerator. The 
document describes also how these strategies can be applied in the different 
components, and how iterations can lead to reliability improvements. The 
Failure Mode and Effect Analysis (FMEA) methodology has been used on the 
suggested design for highlighting the reliability critical areas. 

1. Introduction 

The reliability and availability requirements that the XADS accelerator design 
should fulfill have been derived from the considerations expressed in the 
European Technical Working Group report1 and outlined in Deliverable 1 of the 
PDS-XADS2. The PDS-XADS accelerator is discussed in a separate contribution 
of these Proceedings3, and in the Deliverable 94. An important consideration was 
made there for the duration of beam trips from the accelerator. The order of 
magnitude of the allowable duration of the beam trips has been set to 1 second. 

Beam trips with duration much smaller than the threshold of 1 second lead 
to insignificant transients in the fuel temperature, and no limits on the occurrence 
of such trips have been set. Regarding the damage on the reactor structures, the 
spallation target and the fuel, the allowable number of long beam interruptions 
(> 1 s) depends on the technology of these equipments (window concept, 
materials, primary coolant). Nevertheless, in any case this number can be quite 
large. The order of magnitude is hundreds per year, depending on ADS type and 
design, assuming the plant is designed for a life-time of 40-60 years. 

However, especially from considerations on the plant availability, the 
allowed number of even longer-term beam interruption (the ones that lead to the 
plant shutdown) is very limited. The PDS-XADS program set as an objective for 
the accelerator design the value of 5 unexpected shutdowns per year. 

                                                           
† for the PDS-XADS Working Package 3 Collaboration: Belgium (IBA), France (CEA, 
CNRS, Framatome ANP), Germany (U. of Frankfurt, FZ Juelich, Framatome ANP 
GmbH), Italy (INFN, ENEA, Ansaldo), Portugal (ITN). 
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The current operational experience at accelerator facilities surely exceeds by 
a great factor these reliability/availability requirements, but none of the existing 
accelerators has been until now designed with similar demanding reliability 
requirements. The design of an accelerator system can be devised using 
reliability-oriented criteria from its early conception stages (bearing in mind that 
extra costs would be needed for implementing the necessary redundancy and 
fault tolerance capabilities) and there is a considerable potential from improving 
the reliability and availability from that shown by present accelerators. 

It is also important to remind that highly available accelerators exist – the 
typical operation performance of 3rd generation light sources shows an overall 
beam availability well above 98%, but short (from few hours to a day) 
maintenance periods are regularly scheduled on a frequent basis (typically 
weekly) and longer maintenance shutdowns are planned on a yearly basis. 
However, the accelerator maintenance policy highly influences the XADS 
availability. The short maintenance periods scheduled in accelerator facilities are 
not compatible for the XADS, where the maintenance policy would be based on 
longer periods (from one every three months to one per year), in order to be 
compatible with the ADS system fuel cycle. Hence, necessary provisions need to 
be taken to guarantee a high availability during the longer operation periods. 

Suitable strategies can be followed early in the accelerator design in order to 
address the high reliability/availability requirements outlined above. The 
compliance with these strategies is a standard practice in reliability engineering, 
a technical discipline for risk estimation and management that is followed for 
many industrial applications or products in various fields (from military systems, 
aerospace applications to consumer electronics and automotive industry), where 
a precise definition of the reliability and availability goals is set early in the 
conception phase. 

This paper is a summary of the PDS-XADS contractual deliverable D575. 
 

1.1. Strategies for Reliability Design 

Reliability engineering started in the 1950 in the United States, driven by the 
increasing complexity of military electronic systems, using new electronic 
components that resulted in high failure rates of the systems. In order to limit the 
increase in the development and maintenance costs, it was soon found that 
engineers should follow strict procedures both during the component 
development phase, aimed at the assessment of their reliability, and in the 
selection of the components used in a complex system. During the 1980s 
Japanese industries successfully introduced reliability engineering concepts in 
the design of cars and commercial electronic equipments, giving the start to the 

 



 3 

‘Japanese quality revolution’, that brought to the market products that were less 
expensive and with greater reliability than their competitors, and that soon 
penetrated deeply in the market. Today, reliability engineering is a common 
practice in all stages of the life cycle of most commercial products, from design 
and development, to production and service maintenance6. 

Reliability engineering is a discipline aimed primarily at the use of technical 
expertise to assist engineers in preventing or reducing the rates of failures. In 
order to do so, it is necessary to identify the causes of all possible failures that 
anyhow occur in the system. Where possible, these causes should be removed 
(either by a suitable design or operation of the components) and, for the ones 
that are impossible to avoid, strategies for dealing with the corresponding 
failures should be identified (e.g., by adding redundancies in the system). The 
task of reliability engineering is to devise schemes for reliability estimations of 
new systems by the analysis of the reliability data of its components. 

Reliability design of a new system is generally an iterative process, which 
starts from a preliminary technical design (based on existing expertise on similar 
systems), evaluates its failure modes (with a list of possible causes), highlighting 
the critical areas, and derives first estimations of the overall reliability. The 
results of this analysis are then used for modifications in the technical design 
aimed at improvements in the system reliability and availability. 

Technical design 

Reliability studies: 
MTBF, MTTR, A, R, etc. 

Design Review 

Data sources  
(MTBF, MTTR) 

 Benchmarks based on other experiences 
 

ITERATIVE 
PROCESS 

 

Reliability Block 
Diagram (RBD) 

Failure Modes and Effects 
Analysis (FMEA / FMECA) 
Fault Tree Analysis (FTA) 

 

System design  

Figure 1: Designing for high reliability is achieved through an iterative process. 

From the above considerations, we can see that reliability engineering is a 
technical discipline for estimating, controlling and managing the probability of 
failures in complex systems. However, for most systems, due to the technical 
complexity of the design, it is not enough to specify and allocate the reliability of 
components in order to predict accurately the reliability of the system. 
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Formal mathematical and statistical methods can be applied to measure and 
assess reliability, but the associated uncertainties are high, leading to estimates 
with limited credibility. However, there exist design principles (and valuable 
tools for analysis) that can help the achievement of a reliable system. First of all, 
since the failure rates of a component usually are strongly dependent on the 
stresses during its operation, components, where possible, should be operated at 
less severe stresses than those for which they are rated (part de-rating). Then, 
the formal mathematical and statistical methods teach us that not only the 
component specifications contribute to the reliability pattern of a complex 
system, but also, even more importantly, the logical and functional connections 
drive the overall system reliability (role of different implementations of 
redundancies and spares). In other words, proper planning of redundancies 
allows building reliable systems out of moderately reliable components. 

The fact that existing accelerators are not designed and optimized with 
respect to reliability considerations has a similarity in the historical evolution of 
other fields; see for instance the aerospace industry, where the reliability 
improvement has been attained via systematic application of reliability methods 
in design, and strict adherence to production, qualification tests and acceptance 
procedures. The same approach could be certainly applied to particle 
accelerators. A special effort can be dedicated to improving considerably the 
availability by considering all the elements that influence the repair times: the 
fault detection and diagnosis process; the preparation time needed to conduct the 
repair; the fault correction time itself; the post-repair verification strategies and 
finally the time to restart the system once the fault is corrected. Time needed to 
localize the exact cause of a failure can be reduced by proper installation of 
(redundant) diagnostic tools and the use of a dedicated control system. The time 
needed for repair depends also on policies concerning spare parts, redundant 
systems and fast access to failing components. Finally the mean time between 
failures of components can be partly increased by preventive maintenance, in 
addition to a strong design and derated operation. 

In addition to a strong design driven by reliability, in order to meet the 
specifications (and to keep them with time), it is necessary to set up acceptance, 
operation, maintenance and spare part procedures and policies, and adhere to 
them during the system lifetime. In existing accelerator facilities it is common to 
schedule short and frequent (weekly) maintenance periods, whereas for the 
XADS clearly the maintenance policy needs to be compatible with the fuel cycle, 
requiring a more careful planning of fault tolerance and redundancies, or finding 
strategies in order to access devices that may fail frequently, without requiring 
the accelerator shut down. 
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1.2. Need of a reference accelerator configuration 

The setting of a preliminary design for the whole PDS-XADS accelerator, with 
initial choices for all its components, can be considered as a necessary input 
before starting an efficient reliability analysis of the system. The linac solution 
seems more likely to meet the future energy and intensity requirements and also 
was assessed to have a priori the greater potentials for fulfilling the reliability 
goals. The reference linac design aims at using extensively the superconducting 
technology, because of its intrinsic advantages mainly in terms of large beam 
apertures, modular layout and efficiency and is described in Ref. 3. 

The chosen solution represents the simplest solution for the accelerator 
design, since the superconducting linac shows a very high degree of modularity – 
a repeated pattern of transversely focusing elements alternated with 
independently phased accelerating cavities – which allows a natural 
implementation of component derating, redundancy capabilities and (at least 
partially) fault tolerance with respect to radiofrequency failures. 

1.3. The accelerator support systems 

The operation of such a complex accelerator system necessitates of a number of 
support systems. Besides the conventional systems for electrical power 
distribution, cooling water and compressed air circuits, a cryogenic plant 
guarantees the low temperature environment. Although for the XADS linac we 
did not design with adequate technical detail any of these large facilities, several 
infrastructures of similar sizes exist in many accelerator laboratories and for 
some of them an excellent performance record over years of operation, as well as 
strategies for reliability improvement, are available and well documented in the 
literature (e.g. ESRF7 and cryogenic systems8). 

One of the support system that will play a crucial role in maintaining a high 
reliability/availability during the accelerator operation, and committed to 
guarantee the necessary fault tolerance, is the machine control system. It is clear 
that this support infrastructure will be based on an entirely new design 
philosophy with respect to existing accelerator facilities where, usually, the goal 
is to stop the beam as fast as possible when a component failure is detected, in 
order to start as soon as possible the procedures necessary to the repair. The 
control system will need to include strategies for dealing with faulty components, 
gracefully bringing them off-line while preserving the beam delivery within 
nominal target requirements. Given the redundancy intrinsically built in the 
design, and to avoid the abnormal intervention of the compensative actions due 
to a “spurious” detection of faults, all the main signals should be redundant, and 
“voting schemes” need to be handled (e.g. 2 signals out or 3 reporting a fault).  
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The implementation of such a system will be strongly related to a number of 
requirements that still have to be precisely identified for the accelerator 
operation. For example, to handle the fault tolerance of RF cavities, the control 
system may intervene first by resetting the phases of adjacent cavities (with 
predefined tabular procedures) in order to guarantee beam transmission without 
losses, and then gracefully recover the nominal parameters. During this short 
time, which can be of the order of milliseconds to fractions of a second, the 
beam may fall outside the stability range set by Deliverable 1, but only for this 
limited time. Presumably, the accelerator control system will be driven also by 
signals coming from reactivity measurements of the subcritical core, but at the 
present stage their role and consequences have not been yet addressed in the 
overall system design, and possibly the choice of different cores and target 
configurations (e.g. window or windowless for the LBE core design) will lead to 
different specific operating requirements and constraints. Moreover, there will be 
constraints provided by safety regulation, especially for what concerns radiation 
safety and associated interlocks. 

Due to the considerations exposed above, in our analysis we have not yet 
addressed the layout of the control system of the XADS accelerator, leaving this 
R&D activity at a later stage along the roadmap for an XADS system. Only the 
possible effects of local sensor faults or local protection systems have been taken 
into account in the analysis. 

1.4. Methodology used for preliminary reliability assessment 

As we have already stated, reliability engineering is a discipline that needs to be 
followed during design iterations of a complex system in order to estimate, 
control and manage its probabilities of failure. Several standard methodologies 
can be followed in terms of reliability estimations, and are widely used in 
companies or institutions for the investigation, during the design stage of 
commercial products (to increase availability and reduce maintenance operation) 
or scientific equipment that needs to meet high reliability operation in critical 
conditions (e.g. aerospace devices, equipment flying on satellites, etc.). 

The reliability estimations generally fall in two categories, depending on the 
approach to the system being analyzed. They can be deductive if they follow a 
top-down analysis, starting from a given system layout, considering the 
contribution of the individual components on the basis of their connection and 
location in the system, or inductive, if they follow a bottom-up analysis, 
starting from the individual components and assessing their role in the system 
under consideration. 
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Deductive methods require the most detailed information about the different 
nature of connections between the system components, in addition to reliability 
figures for the components themselves (in terms of failure rates or MTBF and 
MTTR). The most common method is the setup of reliability block diagrams 
(RBD), a visual arrangement of the component connections representing a given 
state of the system (in normal operation, under fault conditions, etc.). From these 
diagrams, and using formal mathematical models, a reliability assessment for the 
system in the given state can be assessed. 

The inductive methods require a less detailed knowledge of the precise 
system configuration and component connection, and range from the “parts 
count” reliability assessment to the Failure Modes and Effects (Criticality) 
Analysis (FMEA/FMECA). The FMEA aim is to extensively list all possible 
component faults - determining the causes and the preventive and corrective 
actions – and determine the consequences at various levels of the system (and, 
optionally, derive a criticality ranking on the basis of expected occurrence or 
severity of the consequences). In the absence of precise technical information at 
the system/component level, it is possible to set up a FMEA analysis on the basis 
of subjective engineering expert judgment. The FMEA has been followed for the 
preliminary reliability analysis of the XADS linac accelerator5. 

2. The design guidelines for the accelerator system 

Although the possibility of giving precise estimates for the reliability of the 
accelerator system is limited both by the present stage of the design and by the 
uncertainties intrinsically associated to all the methods briefly discussed in the 
preceding subparagraph, nonetheless, a few guidelines can be followed early in 
the system design in order to aim at a high reliability/availability. These 
guidelines are mostly driven by use of common sense in the system design stage, 
looking for simplicity and parallelism, and avoiding excessive stresses in the 
component operation. Also, special effort needs to be directed in the design of 
subcomponents, aiming at the design and qualification of objects with low 
failure rates and short repair times. It is also important to note that the mean time 
to repair (MTTR) of the system components needs to take into account not only 
the repair time itself, but also all the time needed for fault detection and 
identification, any time needed before accessing the component (e.g. radiation 
decay times), time to bring the spare part in position, and finally the time for 
system restart and revalidation. All these times may be longer than the repair 
time and strongly depend on the whole system layout. 

In the following we outline these main design guidelines. 
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2.1. Component derating 

Derating is the operation of components in less severe load conditions with 
respect to the design rating, and is a common practice in electronics and 
mechanical components in order to increase their MTBF values – that is 
decrease the failure rates. Derating can be guaranteed either by reducing 
operating load conditions or by increasing the part design rating (over-design). 

The practice of component derating is useful also to take into account the 
“load-strength interference” in complex systems where the same electronic or 
mechanical components appear in great numbers. Both the component strength 
and the operating load conditions cannot be identified as single values but are 
usually distributed in a range of values, according to a probability density 
function that depends on the system state and on time. Proper derating needs to 
guarantee the safety margin in the design; ensuring that the worst component 
strength is compatible with the worst loading condition. The purpose of the load 
strength analysis is then to find the optimum choice of load conditions and 
requirements on the strength distribution that will have the required probability 
of success and satisfy other constrains such as weight, costs, and availability of 
components. This analysis is especially useful to avoid that marginal components 
(like support systems, e.g. power supplies) could lead to overall system failures. 
Derating/overdesign criteria and load-strength considerations so far have been 
extensively applied to all the components foreseen in the XADS linac. 

2.2. Redundancy and spares on line 

The connection between components may have a greater role in determining the 
system reliability than the reliability figures of the components. Redundancy is 
the practice where different components can provide a given function to the 
system. The failure of a single redundant component does not generate a failure 
of the system, and generally the system fails only when all components fail. 
While the parallel redundancy reduces the number of system failures, it increases 
the number of failing components, and the associated logistics. 

Several options exist for parallel redundancy. The ideal situation, hardly met 
in reality, is the “hot” parallelism, which assumes that the parallel components 
are statistically independent and the system is able to detect instantaneously the 
fault. Parallel components exist also in “warm” or “cold” configuration, 
depending on the failure rate of the standby component (in the warm case the 
failure rate of the standby component is lower than that of the operating, in the 
cold case is zero). In these cases, switching devices triggered by fault detection 
diagnostics need to be included in the analysis. Moreover, time may be needed 
for the warm/cold component to provide the functions of the failing component. 
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When planning parallelism, a special attention needs to be addressed to 
common cause failures, which may have a probability of occurrence higher than 
the failure probability of an individual component, thus completely canceling 
any reliability gain obtained by parallelism. Common cause failures may be 
associated to failure in the fault detection and switching systems, or to common 
support systems (e.g. power supplies, common control system, human errors, 
etc.). Also, the failure of one component may determine an increase in the load 
conditions in other components, causing again a decrease in reliability due to 
“next weakest link” failures. Other more complex arrangements are possible in 
highly reliable electronic equipments, like the “k out of n” redundancy, and may 
include voting mechanisms to assist in the detection of the failing component. 

The modular layout of the superconducting linac allows a high degree of 
parallelism in the function of most accelerator components and support systems. 

2.3. Fault Tolerance 

A fault tolerant system has the ability to operate - possibly with reduced 
performances but within its requirements – in the presence of faulty components. 
Such a system needs to detect and diagnose the component fault, to isolate 
failing components and avoid fault propagation, and finally to compensate and 
recover from the fault, possibly with real time reconfiguration capabilities. 
Redundancy and parallelism are key characteristics of fault tolerance, but they 
do not guarantee it automatically. 

For the XADS accelerator fault tolerance needs to be extended to the tight 
requirement of few beam interruptions per year (with durations > 1 s). The 
accelerator needs to tolerate most components faults without requiring a beam 
stop, since the beam startup procedure would probably exceed this time limit. 

This is probably the most difficult point to assess in the accelerator design, 
because it is not only a technical problem, but has also deep interactions with the 
physics of high power beams and with the role of the accelerator control system. 
Although the linac has a high degree of modularity and intrinsic parallelism in 
most accelerator components, the failure of the same components (cavities, 
quadrupoles, etc.) operating under similar conditions in the linac may have 
different effects on the beam, depending on the component position in the beam 
line. For example, failure of transverse matching quadrupoles in the region 
between different accelerator sections, or in the low energy section, will be more 
critical for the excitation of mismatched beam oscillations with respect to the 
failure of a similar quadrupole at high energies. Also, fault compensations 
procedures need to be integrated in the accelerator control system design and 
taken into account in the beam dynamics simulation. 
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Since the accelerator beamline consists of hundreds of active components, 
the fault tolerance assessment requires an intensive activity of beam dynamics 
simulations with the inclusion of component faults. This activity will be reported 
to a greater extent in Deliverable D47 (“Accelerator: Feedback Systems, Safety 
Grade Shutdown & Power Limitation”). It is however clear that in order to 
design a fault tolerance system, which properly includes a diagnostics and 
compensation system, the XADS design team needs to foresee all the possible 
failure modes for the system components, and determine their effects on the 
system performances. This is indeed the outcome of the FMEA activity. 

Hence, from the considerations expressed above, we can outline the 
roadmap for the assessment of the fault tolerance of the PDS-XADS accelerator: 

The FMEA of the linac system. This activity has been performed in Ref. 5. 
Beam dynamics simulation activities aimed at the detailed investigation of 

the effects of the failure modes of the accelerator components highlighted by the 
FMEA. Failure modes need first to be transformed in a suitable representation in 
terms of variation of beamline parameters for treatment with beam dynamics 
simulation tools. This activity will be reported in PDS-XADS deliverable D47. 

Identification of strategies that need to be included either in design 
modifications or in the accelerator control system in order to guarantee fault 
tolerance (i.e. the ability to keep beam on condition) with respect to most 
component failures. Preliminary considerations will be reported in D47. 

The XADS accelerator is not the only case where fault tolerance is 
requested in the design; other projects, like the ADTF program and the 
Spallation Neutron Source project, are also studying deeply this fault tolerance 
capability for their superconducting linac. Recently, the reliability/fault tolerance 
capabilities are also being investigated for future high energy physics accelerator 
projects, like the proposed Linear Collider machines, where the sizes of the 
proposed accelerators and the huge number of needed components lead to 
estimates of poor reliability characteristics based on the “parts count” method. 

2.4. Failure Mode and Effect Analysis 

Currently, a validated accelerator component reliability data base has not yet 
been assembled, and because of the early stage of the PDS-XADS design – in 
which several systems are not established at this time – the topic of reliability 
assessment can be at least partially addressed by the application of a preliminary 
FMEA (Failure Mode and Effect Analysis) methodology, helpful in the 
identification of reliability-critical areas, where modifications to the design can 
help to reduce the probability of system failures. 

The main steps of the procedure followed in D57 are the following: 
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a) Identification of reliability-key systems and components of accelerator. 
b) Identification of the relative potential failure modes, by means of the 

FMEA (Failure Mode and Effect Analysis) method. 
c) Preliminary appraisal of the correspondent failure rates. 
d) Design improvements to reduce the number of critical items and 

enhance the overall reliability 
Item a) has been accomplished for the reference linac scheme; an FMEA 

analysis, has been performed for the failure identification of the components 
(item b), in order to suggest indications for a preliminary estimation of the 
reliability parameters (item c) and future directions for addressing, in an iterative 
process, the critical issues (item d). 

By analyzing the PDS-XADS linac configuration in terms of its reliability, 
we have identified three main systems of the accelerator: the accelerator 
hardware, the cryogenic plant and the service infrastructures. These systems are 
either large functional blocks of the accelerator systems or large facilities 
needing buildings or areas physically separated with respect to the linac building 
(such as the cryogenic plant, the service infrastructures and the power network). 

The FMEA has been used in order to address the failure mode identification 
task: for each one of the scrutinized systems/components all the possible failure 
modes that could occur during the operation are evaluated in terms of: failure 
causes and possible actions to prevent the failure, consequences on the system, 
actions to prevent and mitigate the consequences. Severity levels have been 
ranked in a standardized way for all faults. 

The identification of all failure modes is an important source of information, 
which will guide the more detailed subcomponent engineering that will be 
performed by future R&D activities aimed at prototype development and 
reliability studies. From the analysis of the FMEA tables reported in D57, it is 
clear that the region of the PDS-XADS linac where we can find the majority of 
failure modes that can potentially lead to the full beam loss is the injector (at 
least up to the RFQ). Due to the lack in modularity of the injection stage, it is 
difficult to guarantee the necessary fault tolerance to most of these failure modes 
(whereas surely overdesign criteria can be used to minimize the occurrence 
rates). This fact is a further indication that an XADS class type accelerator 
should have a redundant injector with fast beam switching capabilities3. 

For most of the rest of linac, a small number of failure modes leads to beam 
stops. Most of them are due to vacuum loss events. Also, nearly all of the failure 
mode effects can be limited with a proper strategy, using either the natural 
redundancy of the superconducting linac or some actively redundant system. 
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3. Conclusions 

Reliability engineering is a discipline for estimating, controlling and managing 
the probability of failures of complex systems. Usually, it is not enough to 
specify and allocate the reliability of components in order to predict and control 
the system reliability, and strategies have to be implemented early in the system 
design to guarantee the necessary degree of redundancy and fault tolerance. 

An FMEA has been performed on the current linac configuration to foresee 
all the possible component faults - and their possible causes – in order to provide 
information both to further technical studies oriented at minimizing the 
occurrence of component faults and to system studies that need to guarantee the 
highest possible level of fault tolerance. 

In particular, the fault tolerance capabilities of the linac will have the most 
impact on its reliability; and it is necessary to dedicate further work to accurately 
assess the linac fault tolerance characteristics with respect to most of the 
components that may fail. The FMEA performed so far can be used as a starting 
point for this fault tolerance assessment. Additional beam dynamics simulations 
in the presence of the component faults identified in the component fault tables 
need to be performed, and strategies to deal with fast beam recovery need to be 
identified, in order to integrate them in the system design. 

In the analysis of the reliability potential of the linac configuration, no 
fundamental showstoppers emerged, that could compromise the possibility of 
reaching the high reliability and availability goals for an XADS accelerator. 
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